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Dr.Web Security Space

- KomnnekcHoe pelweHne npobnembl 3awmtbl MK

- 3awmuTta B pexuMe «OHNamH»

- Jlyywee B oTpacnu nevyeHne akTMBHbIX 3apaxeHui

- B0O3MOXHOCTb YCTAHOBKM NPSAMO Ha 3apa>XeHHY0 MawunHy

- YHuKanbHas TexHonorus 6n1oKMpoBKY Oaxe elle He N3BECTHbIX yrpo3

- TMonHas npoBepka apxvMBOB NOOOro YPOBHS BNIOXEHHOCTM

- Jlydwee netekTMpoBaHMeE 1 HEMTpann3aums CNoXHbIX BUPYCoB, Takux kak MaosBoot, Rustock.C
-  @unbTpauusi cnama u Bcex BUOOB HexXenaTebHbix cooblweHnii 6e3 HeobxoanMmocTn obyyeHns a
- HapexHas npoBepka Ha neTty BXo4swero n ncxoaswero http-tpaduka

- OphbekTnBHAA 3awmnTa OeTen OT HEXenaTelbHOro KOHTEHTA

- 3awmTta oT HECaHKLMOHUPOBAHHOIO AOCTYyNa U3BHE, NPpenoTBpaleHne yTeyek BaXHbIX JaHHbIX,

KoMnoHeHTb! 3aluTbl 6a30B0OW NULEH3UN
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AdhekTBHOE pacno3HaBaHMe Bcex BUAoB yrpo3 (CkaHep Dr.Web)

- bBbicTpas 1 MakcuManbHoO TwaTenbHas NpoBepka onepaTuBHON NamMsaTU, 3arpy304HbIX
CEKTOPOB, XECTKNX INCKOB M CMEHHbIX HOCUTENEN.

- Obe3BpexunBaHne BUPYCOB, TPOSIHCKMX NPOrpamMM 1 Opyrux BUOOB BPeOOHOCHbIX
00BbEeKTOB.

- ObwwupHble 6a3bl ANs 0eTEKTUPOBAHNS WNMOHCKOro, NOTEHLUMaNbHO-0MNaCHOr O,
peknamHo MO, xakepcknx yTUIUT 1 NPOrpamm-LyToK.

3awmTta B pexuMe peanbHOro spemeHu (cpamnoBbin MOHUTOP SplDer Guard®)

- [1O0CTOSHHbIN MOHUTOPWHI 340POBbS KOMMbIOTEPA — NEPEXBAT «HA NETY» 0bpaleHunit K
goarinam Ha guckax, gucketax, CD/DVD/ Blu-ray auckosogax, Flash- n cmapT-kapTax.

- Bbicokas ycTon4mBOCTb K NOMbITKaM BPELOHOCHbIX MPOrpamMm npensTcTBOBaThb
dyHKumnoHuposaHuto SplDer Guard nnm octaHoBUTb ero paborTy.

NMpotnBopencremne pytkutam (aHTUpyTKUT Dr.Web Shield™)

- HapexHas 3awmta cMcTembl OT BUPYCOB, UCNONb3YIOWKX rootkit-TexHonornm n ymerowmx
CKpbiBaTb CBOE NpebbiBaHNe B MHPULIMPOBAHHOW CUCTEME.

- Hentpanusaums cnoxHbix pyTkutos (Shadow.based (Conficker), MaosBoot, Rustock.C,
Sector).

Uucrtas nouta 6e3 BUpycoB (NouToBbin MOHUTOP SpiDer Mail®)...

- [NpoBepka no4yTbl Ha BUPYCbl «Ha neTy» no npotokonam SMTP/POP3/NNTP/IMAP4 He
BAUSIET HA paboTy UCMOIb3YEeMOil MOYTOBOW NPOrpamMMbl U HE YBENMYMBAET BPEMS Npuema
NOYThI

- NHauBmayanbHble npasmna 06paboTky ONs KaxAoro Tuna BpeaoHOCHbIX Mporpamm —
BMPYCOB, NOoTeHumanbHo-onacHoro MO, peknamHoro MO, xakepcknx yTMnnT, Nporpamm
NNaTHOro 0O3BOHA, MPOrpamMMm-LWyToK

- 3awmTta oT MaccoBbIX PACChINOK COOOLEHWN MOYTOBLIMM YepBSMK Bnarogaps aHanmay
cocTaBa W BPEMEHU OTNpaBeHNst UCXOAAWMX NMUCEM, MO KOTOPbIM MOXET OblTb cAeNnaH BbIBOL
O BUPYCHOM aKTMBHOCTU
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...0e3 cnama n HexenartenbHbiX coobw,.eHmnn (AHTUcnam Dr.Web)

- [MpoBepka nocTynatlLLein 1 UCXoaswWel NoYTbl MPON3BOAMTCS B PEXMME peasbHOro
BPEMEHM.

- PaboTa aHTUcnama He 3aBUCUT OT MCMO/b3YEeMO NMOYTOBON NPOrpaMMbl 1 HE
yBENMYMBAET BPEMS NpmemMa noyThl.

- AHTMCNam He TpebyeT HAaCTPOEK U HaYMHAEeT aBTOMaTUYeCKM AECTBOBATb C MPUEMOM
NepBOro coobLWeHus.

- PasHble TexHonormm comnbTpaummn obecneyrBatoT BbICOKYIO BEPOSITHOCTb
pacro3HaBaHus cnama, OULWKHT, PapMUHI, CKaMMUHE 1 bounce-coobWweHWiA.

- 3awmTa oT nonagaHusi B 60T-HETbl — NpoBanaep He OTKMOYUT Bam pnoctyn Kk VIHTepHeTy
3a paccbinky cnama.

- OTunbTpoBaHHbIE NCbMA HE YOANSIOTCS, a NepemMeLllatoTcs B cneumanbHyo nanky
Ballei NOYTOBOM NPOrpamMMmbl, Fae X MOXHO NpoBepuTb B yaobHoe ans Bac Bpems Ha
Hanmnyne NoXHbIx cpabaTbiBaHWUIA.

- Mogynb cnam-aHanmsaTtopa abcontoTHO aBTOHOMEH; ANt ero paboTbl He TpebyeTcs
CBSI3W C BHELHMM CEPBEPOM MU [OCTYNa K Kakoin-nnbo 6ase AaHHbIX, 4TO NO3BONSIET
CYyLLEeCTBEHHO 3KOHOMUTb TpadovK.

LLLuT OoT uHTepHeT-yrpo3 (Beb-aHTuBupyc SplDer Gate™)

- Mogaynb SplDer Gate™ B pexunme peanbHOro BpeMeHu Npo3payHo CKaHUpyeT BXOOSIWNIA
n ncxogawmn HTTP-Tpadouk, nepexsatbiBaeT sce HTTP-coeanHeHns, nponssoanT
hUNbTpauUMIO AaHHbIX, aBTOMATMYECKM ONOKMPYET 3apaXXeHHbIe CTPaHULbl B NOObIX
Beb-Opay3epax, NpoBepsieT goainbl B apxmnBax, 3awmwaeT 0T OUWNHIOBbLIX 1 APYTrX ONacHbIX
NHTEPHET-PECYPCOB.

- Pab6orta SplDer Gate He 3aBMCUT OT MCNONb3yeMoro bpaysepa.

- ®unbTpaumsa NpakTUYecKn He ckasblBaeTcs Ha npomssoanTensHocTu MK, ckopocTu
paboTbl ¢ VIHTEPHETOM U KONMYECTBE NepeaaBaeMblX AaHHbIX.

- B pexume «no ymonyaHuio» He TpebyeTcs Hukakom HacTpoiku: Dr.Web SplDer Gate
HauYMHaeT CKaHMpPOBaHMe cpasy Xe Nnocne yCTaHOBKW B CUCTEME.

KoHTponb 3a uHTepHeT-cepcouHrom (Poaurtenbckum KoHTponb Dr.Web)

- 3awmta geten OT noceleHns HexenaTtenbHblX CTPaHWLL.
- Bnoknposka Beb-caiiToB no 10 TemaTmyeckum rpynnam (opyxue, HaApKOTUKU, UTPbl,

nopHorpadus, ap.).
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- 3anpeT Ucnonb30BaHNs NePEHOCHbBIX XPaHWUNLL MHpopMaumm (GO N3LW-ANCKOB,
USB-ycTpoiicTB), CETEBBIX YCTPOWCTB, @ Tak>Xe OTAe/bHbIX 0ainnos 1 kaTanoros —
LOMONHUTENbHAsS BO3MOXHOCTb 06€30MacuTb CBOU AaHHbIE U BaXHYO MHGOPMALIMIO OT
yLaneHns nav noxuweHns 3N10yMbllIEHHUKaMW.

3awumrta ot ceTeBbix atak (6bpaHamayap Dr.Web)

- 3awmra oT HeCaHKLMOHUPOBAHHOMO OOCTyNna U3BHe, NPeaoTBpalleHne yTeuyek BaXHbIX
LAHHbIX MO ceTn, 6NOKNPOBKA NOLO3PUTENBHBLIX COEANHEHNI HA YPOBHE NAKEeTOB U
NPUNOXEHNIA.

- KoHTponb noaknoyeHnin Ha YpoBHE MPUIOXEHUA NO3BONSET KOHTPONNPOBaTb AOCTYM
KOHKPETHbIX NporpamMm 1 NpoLLeccoB K CETEBLIM pecypcaM 1 peructpuposaTtb MHgopmaumio o
nonbiTKax A4ocTyna B XypHane npunoXeHun.

- @unbTpaums Ha ypoBHE NakeToB MO3BOJISET KOHTPOIMPOBATb OOCTYN K ceTn VIHTepHeT
BHE 3aBMCMMOCTM OT MPOrpamMm, MHULMMPYIOWMX noaknoyeHne. XypHan naketHoro punbrpa
XpaHUT NHJpopMaLIMIO O NakeTax, nepefaHHbIX Yepes ceTeBble MHTepdencsl.

JdononHutenbHbie KOMMOHEHTbI

CoxpaHHOCTb UHC(hopMaLMK U yaaneHne HeHyXHbiX BaM paHHbIX 63 BO3MOXHOCTH
BOoccTaHoBneHus (kpunrtorpadp Atlansys Bastion Pro*)

- lndopoBaHmne nHpopmaunm B crieumanbHbiX oanioBbiX KOHTENHEpPaX, K KOTOPbIM
HEBO3MOXHO MONy4YnTb [OCTYN 6€3 3HaHMS Napons.

- Moppepxka paboTbl 60NbWNHCTBA U3BECTHbLIX aNrOPUTMOB WNPPOBAHNS.

- MopkntoYeHHbIA CEKPETHbIA ANCK AOCTYMNEH Kak 00bl4YHbIA NOrMYecknii ANCK CUCTEMBI.

- besonacHas paboTa ¢ 3awngpoBaHHO MHGbOpPMaLUMeEt Kak Ha OTAEbHO CTOSIEM
KOMMbloTepe, Tak U Npu ero NoAK/IHYEHUN K CETH.

- YpaneHune HeHyXHbIX ¢oainnoB 63 BO3MOXHOCTM BOCCTAHOBNIEHNS COEP X aBIUENCS B
HUX HpopMaLnK.

- Ins paboTbl He TpebyeTcs cneumnanbHblx 3HaHWIA. MoapobHas cuctema Nnoackasok
No3B0/NISieT ObICTPO OCBOMTL Pa3NYHble BO3MOXHOCTW CUCTEMbI.

* Tonbko B nuueH3nm ¢ kpuntorpadgomM. Paspabotumk Atlansys Bastion Pro — komnaHums
«[TporpammHble cnuctembl ATnaHcuc» www.atlansys.ru.
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CucteMHble TpeboBaHUs

Ons Dr.Web Security Space

- Windows 7/Vista/XP/2000 SP4 + Rollup 1 (32- n 64-61THble CMCTEMDI).
- CB060gHOE NPOCTPAHCTBO Ha XEeCTKOM aucke: ~127 M6. JononHUTenbHo Ons
ycTaHoBKM bpaHamayapa Heobxoammo ~ 8 M6.

Ansa kpuntorpadpa

- Windows 7/Vista/XP (Tonbko 32-6UTHbIE CUCTEMBI).

- CBoboAaHoe NpoCTPaHCTBO Ha XecTkoM aucke: ~50 M6.

LononHnTenbHo: OOCTyn K cetun MHTepHeT ONa pernctpadnm n nonyvyeHns 0OHOBNEHWIA.
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TexHonoruum

BaxHbIM nokasaTtenem kayectsa paboTbl aHTUBMPYCHOM NPOrpaMMbl IBNSIETCA HE TONbKO ee
CNOCOBHOCTb HAaX0AUTb BUPYCbI, HO U NEYUTb WX; HE NPOCTO YAANSATb NHAUUNPOBAHHbIE
doannbl BMECTe C BaXXHOW AN nonb3osartens nHgopmaumein, Ho 1 Bo3spallatb Ux B
nepBoHavyanbHoe «300P0BOE» COCTOSHUE.

INleunt ot BMpYyCOB

- Bo3MoxHOCTb paboTbl HAa y>Xe MHPULMPOBAHHOM KOMMbIOTEPE U NCKIIOYMTENbHASNA
BUPYCOYCTONYMBOCTb BblgensatoT Dr.Web cpeau Bcex opyrux aHanornyHbIX Nporpamm.

- Dr.Web vmeeT cambliil BbICOKWIA B aHTVBUPYCHOW UHAYCTPUN NPOLEHT 30 PEKTUBHOIO
nevyeHns akTMBHOro 3apaxXeHus.

- Mcnonb3oBaHune yHUKaNbHbIX TEXHOOM i 06paboTKM NPOLLECCOB B NAMSATH 1
NPEBOCXOAHbIE BO3MOXHOCTMN MO HEATPanM3auumn akTMBHOMO 3apaxeHns no3BoNnsioT
nHctannuposatb Dr.Web npsiMo Ha 3apakeHHyto MawnHy (bes HeobxoanMocTu
NpenBapuUTENbHOrO ee NeYeHns).

- Bbicokas BEpOATHOCTb YCMEwWHOoro 3anycka npoLecca CKaHMpoBaH1s Ha 3apa>k eHHOM
MK — paxe ¢ BHeWHero Hocmtens 6e3 yctaHoBKM B cucTteMy (Hanpumep, ¢ USB-stick).

Camo3awura

CTOIKMIA UMMYHUTET OT NtOBObIX MOMNbITOK BPELOHOCHbIX Nporpamm BoiBecTn Dr.Web 13 ctpos
obecrneynBaeT He NMELWNIA aHANOroB Ha aHTUBUPYCHOM PbiHKE KOMMOHEHT CamMo3aLWmnThbI
Dr.Web SelfPROtect.

- Dr.Web SelfPROtect peanvu3osaH B Buae ApariBepa n OENCTBYET HA CAMOM HU3KOM
CUCTEMHOM YpOBHE. Bbirpyska n octaHoBka ero paboTbl HEBO3MOXHbI [0 Nepes3arpy3ku
CUCTEMBI.

- Dr.Web SelfPROtect orpaHnunsaet ocTyn BpeLOHOCHbIX 06 BEKTOB K CeTu, hainam un
nankam, HEKOTOPbIM BETKaM peecTpa U CMEHHbIM HOCUTENSM Ha YPOBHE CUCTEMHOMO
npareepa, 3almwaeT oT NonbiTOK aHTU-aHTUBMPYCHbBIX NPOrpamMm NpekpaTuTb
doyHkumoHnposaHue Dr.Web.

- B oTnnyme o1 HEKOTOPbIX KOHKYPUPYOWUX NPOAYKTOB, MOANGULINPYIOWKX S0P0
Windows (nepexBaTbiBatowmx NpepbiBaHNS, NOAMEHSIIOWMX TabnuLbl BEKTOPOB,
NCNONb3YOWMX HEAOKYMEHTUPOBAHHbIE PYHKLNN U T.4.), 4TO MOXET NPUBECTU K CePbe3HbIM
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npobnemam B paboTe camoit onepaLUnoHHON CUCTEMbI, @ TakXXe co34aeT HOBble MyTW AN
ncnonb3oBaHns ysa3sumocTen, moaynb 3awntel Dr.Web SelfPROtect ssnsietcs nonHocTbio
CaMo40CTaTOYHbIM.

YHUKanbHbie BO3MOXHOCTH aAnpa

- [NpoBepka apxmBoB Nt0OOro ypPOBHS BNOXEHHOCTY

- BbisiBNeHue ¢ BbicoYaiwei CTeneHbo TOYHOCTM YNakOBaHHbIX BPELOHOCHbIX 00 bEKTOB,
LNaxe ynakoBaHHbIX Hen3secTHbIM Dr.Web meTonom, pa3bop nx Ha OTAENbHbIE KOMMOHEHTHI 1
neTanbHblli aHann3 B Lensix 06HapyXeHns CKPbITbIX Yrpo3.

- JlnpepctBo B OETEKTMPOBAHMM U HENTPanM3aunm CNoXHbIX BUPYCOB, TAKMUX Kak
Shadow.based (Conficker), MaosBoot, Rustock.C, Sector.

- WNHTennekTyanbHble TEXHONOMMN NPOBEPKUN NAMATH NO3BONAIOT 6N10KNPOBATH aKTUBHbIE
BMPYCbl 4O NOSIBNEHNS UX KOMWIA HA XECTKOM AUCKE KOMMNbIOTepa, 4TO CHUXAaeT BEPOATHOCTb
NCNoNb30BaHNs BPeOoHOCHbIM [10 ya3BMMOCTER CTOPOHHUX MPUIOXEHUA N OnepaunoHHON
CUCTEMBI.

- OBHapy>XeHue 1 HENTPanM3nuns BUPYCOB, CYLLECTBYIOWNX B ONepaTMBHOM NaMsATh 1
HUKOr ia He BCTpeyarwmxcsa B Buae oTaeNbHbIX oannos, Takux kak Slammer n CodeRed.

Bopb6a c HeM3BeCTHbIMMU Yrpo3amMm

- FLY-CODE — He umetowas aHanoroB TEXHONOrMs yHUBepcanbHOM pacnakoBku, KoTopas
NO3BONSET pacnakoBbiBaTb HemdsecTHble Dr.Web ynakoswmku.

- YHukanbHas TexHonorms HecurHatypHoro novcka Origins Tracing™ nossonset Dr.Web ¢
BbICOKOI [0Neli BEPOSATHOCTM pacno3HaBaTh BUPYChI, Ele He 3BECTHbIE BMPYCHOI H6ase
Dr.Web

- 9BpucTtrnyecknin aHannzatop Dr.Web HageXxHo netekTnpyeT Bce pacnpocTpaHeHHble
TUMbI YrPO3, ONpenensis Ux Knacc no pedynbTataM NpoBeneHHOro pasbopa 1 xapakTepHbIM
NpuU3Hakam.
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O6HoBNeHus

Bcerpa aktyanbHbin

- [Mpouecc 06HOBNEHUSI MPOUCXOAUT HE3AMETHO ANS MONb30BaTENs — NPV NOAKOHYEHNN
K ceTn VIHTepHeT, No 3anpocy Wav Nno pacnucaHuio.

- 3arpyska ocylecTtBnsieTcst 6bICTPO (Aaxe Ha MeaneHHbIX MOAEMHbIX COeANHEHUSIX).

- Bcerpa umetoTcs [OCTynHble cepBepbl 0OHOBNEHNIA.

- o 3aBepleHnn o6HOBNEHUS B BONBLIMHCTBE CiyYaeB He TpebyeTcs nepesarpyxarb
komnbtoTep: Dr.Web cpasy rotos k paboTe ¢ NCNONb30BaHMEM CaMbiX CBEXUX BUPYCHbIX 6a3.

- O6HOBNEHNs OTnnyaTCcs HebonbwuMmn pasmepamm — B npeaenax 50—200 Kb.

- [1ns sKoHOMUK Tpagomka MOXHO HACTPOUTb MPUEM TONbKO OOHOBNEHWI BUPYCHbIX 6a3.
Bkntoyatb a1y onumio He pekomeHayetcs. Dr.Web ¢ uenbio npotneoaencTens HoBbiM
Knbepyrpo3am NOCTOSIHHO COBEpPLIEHCTBYETCS. HOBble BO3MOXHOCTUN BK/OHAKOTCS B
0BHOBNEHHbIE MOLY NN @aHTUBUPYCHOrO NakeTa n aBTOMAaTUYECKUN 3arpyXatTCs C CEPBEPOB
KOMMaHuu npu o4epesHOM 0OHOBNEHNN.

- CkaumBatb 0OHOBNEHUS MOXHO B BUAE 3aapPXUBUPOBAHHBIX (PalinoB — TEM CaMbiM
Tpaduk aKoHOMUTCS. NS yMEHbLIEHUS pa3MepPOoB ckadnBaeMbix 0OHOBNEHN KOMMaHKS
«[JokTop Beb» ncnonbayet cneumanbHblil anropnTM cXXaTtus nepenasaemblix AaHHbIx. Mpu
HEe3Ha4YNTeNbHOM UCMPaBNEHUN NN AOMONHEHWUMN B BUPYCHbIX 6a3ax nnm Mooynsix nporpammbl
NPUMEHSIOTCS (Paiinbl-Natyn, 4TO coKkpalaeT 06 bem NepenaBaemMbiX AaHHbIX B AECATKM pas.

Cnyx6a BUpPYCHOro MOHUTOPUHra

- Cnyx6a BMpPYyCHOro MOHUTOPUHra KoMnaHuu «JokTop Be6» cobupaeT no Bcemy mmpy
06pasLibl BPELJOHOCHbIX 06 EKTOB, NU3rOTaBNMBAET K HUM MPOTMBOSIAMS U BbiNycKaeT
«ropsiyme» 0BHOBNEHUS MO MEPE aHann3a HOBOW Yrpo3bl — 10 HECKOJNIbKMX pa3 B Yac.

- C MoMeHTa Bbinycka Takme 06HOBNEHMS cpasy CTaHOBATCS AOCTYMHbIMU ONS BCEX
nonb3oBatenei Dr.Web ¢ Heckonbknx cepBepoB 0OHOBEHNS B pa3HbIX TOYKAX 3€MHOro0 Wwapa.

- C uenbto n3bexarb NOXHbIX cpabaTbiBaHNA 0OHOBNEHUS NEPeL BbiNyCKOM TECTUPYIOTCS
Ha OrPOMHOM MacCUBE YUCTbIX CoaiifoB.
- WNHTennekTyanbHas cuctema aBToMaTU3NpPOBaHHOro fo6aBneHns POACTBEHHbIX BUPYCOB
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no3BON4deT MakCMMaiabHO onepaTnBHO HeVITpaﬂVISOBaTb BUPYCHblE aTaku.

NMuyHbin KabuHeTt «Mown Dr.Web»

«Mown Dr.Web» — 310 nyteBoautenb no canty www.drweb.com n cepsucam gnsa
nonb3oBaTtenen.

- B kabvHeTe OOCTYNHbI aKkTyasbHble AaHHbIE O ULEH3UN: Ha3BaHWE NMLEH3MPOBAHHOIO
Nonb30BaTENIO NPOAYKTA, CEPUIHBIA HOMEP, AaTa nocnegHero o6HOBNEHUS, faTa OKOHYaHUS
Cpoka nencTeunga Knw4yesoro garna.

- ®dopma 3anpoca NoaaepXKn UHTErPMPOBaHA C OHNANH-CUCTEMOW CNyXObl TEXHNYECKON
nopaep>xku Dr.Web, yepes KOTOpyO MOXHO 3aasaTtb BOMPOCH! U NPOCMaTpmUBaTb UCTOPUIO
CBOUX ObpalleHuiA.

- B nnyHom kabrnHeTe MOXHO NOBEPUTb NOAO3PUTENbHBIA doain nnm ceoinky (URL)
oHnawH-ckaHepom Dr.Web nnu otocnatb ux Ha NnoBepky B AHTUBMPYCHYIO nabopaTtoputo
Dr.Web.

- 30€eCb MOXHO NPOANNTb NNLEH3NIO X KYNNTb HOBYIO, & TakXe 03HaKOMUTCS C CaMbIMU
aKTyanbHbIMU HOBOCTSIMM KOMMaHum «lokTop Beb».
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Poputenbckui KoHTponb Dr.Web
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